
JOINT STATEMENT ON 
KEY PRINCIPLES OF SOCIAL NETWORKING SITES SAFETY 

 
 Because improving internet safety for children is a critical public policy objective, 
Facebook and the Attorneys General agree to the following principles: 
 
PRINCIPLE:  Providing children with a safer social networking experience is a primary 
objective for operators of social networking sites. 
 

I. ONLINE SAFETY TOOLS 
 

PRINCIPLE:  Technology and other tools that empower parents, educators and children 
are a necessary element of a safer online experience for children. 
 
PRINCIPLE:  Online safety tools, including online identity authentication technologies, 
are important and must be robust and effective in creating a safer online experience, and 
must meet the particular needs of individual Web sites. 
 
● The social networking site will participate, with support of the Attorneys General, 

in an industry-wide Internet Safety Technical Task Force (“Task Force”) devoted 
to finding and developing such online safety tools with a focus on finding and 
developing online identity authentication tools.  This Task Force will include 
Internet businesses, identity authentication experts, non-profit organizations, and 
technology companies. 

 
● The Task Force will establish specific and objective criteria that will be utilized to 

evaluate existing and new technology safety solutions. 
 
● The social networking site will provide adequate resources to ensure that all 

reasonable efforts are made to explore and develop identity authentication 
technologies. 
 

● The social networking site will designate a senior executive to work with the Task 
Force. 

 
● The Task Force will provide the Executive Committee of the Attorneys General 

Social Networking Working Group (“Executive Committee”) with quarterly 
reports of its efforts and presentation of a formal report by the end of 2008.  The 
Executive Committee will have continuing access to the Task Force and the 
designated senior executive of the social networking site. 
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II.   DESIGN AND FUNCTIONALITY CHANGES 

 
PRINCIPLE:  Development of effective Web site design and functionality 
improvements to protect children from inappropriate adult contacts and content must be 
an ongoing effort. 
 
● The social networking site and the Attorneys General share the goal of designing 

and implementing technologies and features that will make the site safer for its 
users, particularly minors.  More specifically, their shared goals include designing 
and implementing technologies and features that will (1) prevent underage users 
from accessing the site; (2) protect minors from inappropriate contact; (3) protect 
minors from inappropriate content; and (4) provide safety tools for all social 
networking site users.  These design and functionality changes are set forth in 
Appendix A. 

 
● The social networking site and the Attorneys General will meet on a regular basis 

to discuss in good faith design and functionality improvements relevant to 
protecting minors using the Web site. 

 
III. EDUCATION AND TOOLS FOR PARENTS, EDUCATORS, AND 

CHILDREN 
 
PRINCIPLE:  Educating parents, educators and children about safe and responsible 
social networking site use is also a necessary part of a safe Internet experience for 
children. 
 
● The social networking site will continue to dedicate meaningful resources to 

convey information to help parents and educators protect children and help 
younger users enjoy a safer experience.  These efforts will include the site’s intent 
to engage in public service announcements, promote free parental monitoring 
software, and explore the establishment of a children’s email registry. 

 
● The social networking site shall use its best efforts to acknowledge consumer 

reports or complaints via its abuse reporting mechanisms within 24 hours of 
receiving such report or complaint.  Within 72 hours of receiving a complaint or 
report from a consumer regarding inappropriate content or activity on the site, the 
social networking site will report to the consumer the steps it has taken to address 
the complaint. 

 
● For a two (2) year period the social networking site shall retain an Independent 

Examiner, at the site’s expense, who shall be approved by the Executive 
Committee.  The Independent Examiner shall evaluate and examine the social 
networking site’s handling of these consumer complaints and shall prepare bi-
annual reports to the Executive Committee concerning the site’s consumer 
complaints handling and response procedures, as provided above. 
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IV. LAW ENFORCEMENT COOPERATION 

 
PRINCIPLE:  Social networking site operators and law enforcement officials must work 
together to deter and prosecute criminals misusing the Internet. 
 
● The social networking site and the Attorneys General will work together to 

support initiatives that will enhance the ability of law enforcement officials to 
investigate and prosecute Internet crimes. 

 
● The social networking site and the Attorneys General will continue to work 

together to make sure that law enforcement officials can act quickly to investigate 
and prosecute criminal conduct identified on its site. 

 
● The social networking site will establish a 24-hour hotline to respond to law 

enforcement inquiries.  In addition, the social networking site will assign a liaison 
to address complaints about its site received from the Attorneys General.  The 
social networking site will provide a report on the status of its response to any 
such complaint within 72 hours of receipt by the liaison. 
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Agreed to and accepted on May 8, 2008: 
 
 
 
Chris Kelly 
Chief Privacy Officer, Facebook 
 

     
     
 

Richard Blumenthal     Roy Cooper  
Attorney General of Connecticut   Attorney General of North Carolina 
 
             
 
Peter Nickles      Thurbert E. Baker 
Interim Attorney General of D.C.    Attorney General of Georgia 
 
 
     
Lawrence Wasden     Martha Coakley   
Attorney General of Idaho    Attorney General of Massachusetts 
 
        
 
  
Jim Hood      Kelly Ayotte 
Attorney General of Mississippi   Attorney General of New Hampshire 
 
             
 
 
Marc Dann      Tom Corbett 
Attorney General of Ohio    Attorney General of Pennsylvania 
 
        
        
 
Robert McDonnell     Troy King 
Attorney General of Virginia    Attorney General of Alabama 
 
          
 
 
Talis J. Colberg     Terry Goddard 
Attorney General of Alaska    Attorney General of Arizona 
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Dustin McDaniel     Edmund G. Brown, Jr. 
Attorney General of Arkansas   Attorney General of California 
 
 
 
 
John W. Suthers     Joseph R. Biden, III 
Attorney General of Colorado   Attorney General of Delaware 
 
 
 
Bill McCollum     Mark J. Bennett 
Attorney General of Florida    Attorney General of Hawaii 
 
             
 
Lisa Madigan      Stephen Carter 
Attorney General of Illinois    Attorney General of Indiana 
 
  
 
Tom Miller      Stephen N. Six 
Attorney General of Iowa    Attorney General of Kansas 
 
             
 
 
Jack Conway      James D. “Buddy” Caldwell  
Attorney General of Kentucky   Attorney General of Louisiana 
 
 
 
 
Steven Rowe      Douglas Gansler 
Attorney General of Maine    Attorney General of Maryland 
 
             
 
Michael A. Cox     Lori Swanson 
Attorney General of Michigan   Attorney General of Minnesota 
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Jeremiah W. “Jay” Nixon    Mike McGrath 
Attorney General of Missouri    Attorney General of Montana 
 
  
 
 
Jon Bruning      Catherine Cortez Masto 
Attorney General of Nebraska   Attorney General of Nevada 
 
 
 
 
Anne Milgram      Gary King    
Attorney General of New Jersey   Attorney General of New Mexico 
 
 
 
 
Andrew M. Cuomo     Wayne Stenehjem  
Attorney General of New York   Attorney General of North Dakota 
 
 
 
W.A. Drew Edmondson    Hardy Myers 
Attorney General of Oklahoma   Attorney General of Oregon 
 
             
 
Patrick C. Lynch     Henry McMaster 
Attorney General of Rhode Island   Attorney General of South Carolina 
 
 
 
 
Lawrence E. Long     Robert E. Cooper, Jr. 
Attorney General of South Dakota   Attorney General of Tennessee 
 
 
 
Mark L. Shurtleff     William Sorrell 
Attorney General of Utah    Attorney General of Vermont 
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Rob McKenna      Darrell V. McGraw, Jr. 
Attorney General of Washington   Attorney General of West Virginia  
 
 
 
J.B. Van Hollen     Bruce A. Salzburg 
Attorney General of Wisconsin   Attorney General of Wyoming 
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